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PROFESSIONAL SUMMARY

DevOps Engineer with 2+ years of experience building and running cloud platforms on AWS, GCP and Azure. Built a hub-and-spoke
architecture on all three clouds from one Terraform blueprint (40+ modules), cutting provisioning time by 60%. Runs 15+ Helm
releases on private EKS and GKE with no static credentials, behind CI/CD with security scanning at every stage.

CORE SKILLS

Cloud (AWS): EKS, ECR, EC2, ALB/NLB, WAF, CloudFront, Transit Gateway, Network Firewall, RDS, S3, Secrets Manager
Cloud (GCP): GKE, Apigee X, Private Service Connect, Cloud Armor, Cloud CDN, Cloud SQL, Artifact Registry

Cloud (Azure): AKS, ACR, Key Vault, Azure Firewall, Front Door, Application Gateway

laC & Automation:  Terraform (40+ modules, multi-environment), Helm, Ansible, Bash

Cl/CD: Azure DevOps, GitHub Actions (OIDC), GitLab CI/CD, Jenkins, Argo CD, AWS CodePipeline

Containers & Mesh: Kubernetes, Docker, Istio, NGINX Ingress, ECS/Fargate, Docker Swarm

Security: HashiCorp Vault, Secrets Store CSI, Workload Identity (IRSA, GCP WIF, Azure), Trivy, Gitleaks, SonarQube
Observability: Prometheus, Grafana, OpenTelemetry, Jaeger, Loki, CloudWatch

Languages & OS: Bash, Python (basics), Go (basics), Linux (Ubuntu, CentOS), Git

WORK EXPERIENCE

DevOps Engineer | Ksolves India Limited | Noida, UP Oct 2024 - Present

¢ Built a hub-and-spoke network on AWS with 40+ Terraform modules: shared ALB, WAF, CloudFront, NAT and VPN in the hub,
EKS, RDS and ECR in private spokes behind Transit Gateway. Cut provisioning time by 60% and removed all direct internet
exposure from workloads.

¢ Implemented the same design on GCP (Apigee X, Cloud Armor, Private Service Connect) and Azure (AKS, Key Vault CSI, VNet
peering) from the same Terraform blueprint.

e Built a 3-stage Azure DevOps pipeline that provisions the hub, starts a self-hosted autoscaling agent, creates the spoke and
registers its internal NLB with the external ALB; one run creates a complete environment with no manual steps.

¢ Replaced all long-lived GCP service account keys with Workload Identity Federation, and added scheduled start/stop of non-
production compute outside business hours to reduce cloud spend.

e Run 15+ Helm releases on private EKS and GKE (application portals, Vault, Apache NiFi, RabbitMQ, ClickHouse) with Istio
routing, HPA, and zero static credentials (Vault + CSI + workload identity).

¢ Added security gates to every Kubernetes delivery pipeline (Trivy image scanning, Gitleaks secret scanning, SonarQube quality
gates) that block flagged artifacts before pre-production.

DevOps Engineer | BUOPSO Pvt Ltd | Noida, UP Feb 2024 - Jun 2024

e Deployed Docker Swarm across bare-metal VMs with resource limits, replica counts and start-first rolling updates, keeping 8
microservices running without downtime and cutting developer environment setup from 2 days to under 2 hours.

e Setup GitLab as the team's delivery platform with branch protection, MR approvals and build, test and deploy pipelines, giving 3
product squads one consistent release process.

¢ Moved database credentials and API tokens out of application configs into HashiCorp Vault with TTL-based rotation and per-
service policies, and added OWASP Top 10 WAF rules in front of public APls.

KEY PROJECTS

RCA Al Agent: Deployment Failure Diagnosis (AWS, Claude Opus 4.5)

¢ Built an Al agent that diagnoses failed ECS/Fargate deployments from CloudWatch logs, explains the root cause and suggested fix
in plain English, and posts it to the team through CodePipeline.

¢ Fixes run only after human approval, under a tightly scoped IAM role, with a full audit trail in RDS. Reduced average time to
resolve deployment failures from 45 minutes to under 10.

Multi-Cloud Hub-and-Spoke Reference Architectures (AWS - Azure - GCP)

¢ Public Terraform repos for the pattern on each cloud: centralized egress through Network Firewall / Azure Firewall, Apigee X
over Private Service Connect, private EKS, AKS and GKE with workload identity, and keyless GitHub OIDC deploys gated by
TFLint, Trivy and Gitleaks.

EDUCATION

B.Tech, Mechanical Engineering - Ganga Institute of Technology & Management, MDU 2024
Diploma, Mechanical Engineering - Pusa Institute of Technology, BTE 2019


mailto:tusharpanchal529@gmail.com
https://tushar-ops23.github.io/
https://www.linkedin.com/in/tushar-panchal23/
https://github.com/Tushar-ops23
https://github.com/Tushar-ops23/aws-hub-spoke-terraform
https://github.com/Tushar-ops23/azure-hub-spoke-terraform
https://github.com/Tushar-ops23/gcp-hub-spoke-terraform

